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Data Privacy and Security Policy

Last updated: July 15th, 2026

This Data Privacy and Security Policy (“DPSP”) governs interactions by and between the
institution entity utilizing services (“Institution”) and Zealot Interactive Inc. (“Supplier”)
(individually a “Party”, together the “Parties”). This DPSP is effective as of the last updated
date at the top of this document (the “Effective Date”). In the event of a conflict between this
DPSP or any other writing between the Parties, this DPSP shall control with respect to the
subject matter herein.

1. Definitions.
e “Affiliate(s)” means any entity, subsidiary, parent, or other organization that shares
at least 50% ownership with a party.

e “Institution Data” means any proprietary or confidential data provided by
Institution to Supplier or created by Supplier on behalf of Institution in the provision
of the Services. Institution Data includes without limitation Educational Records and
Personally Identifiable Information (as defined below) and includes confidential
information as defined in the Service Agreement. Institution Data does not include
Services use data used by the Supplier for internal operations.

e “Data Breach” means an actual breach, or reasonable suspicion, of a breach of
security, privacy, or Data Protection Laws leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, Institution Data
created, transmitted, stored, or otherwise Processed by Supplier.

e “Data Protection Law(s)” means the laws and regulations that are applicable to the
Processing of Personally Identifiable Information or Institution Data Processed by
Supplier under this DPSP, including without limitation, FERPA (defined below), the
Children’s Online Privacy and Protection Act (“COPPA”) at 15 U.S.C. § 6501-6505 and
16 CFR Part 213, the Protection of Pupil Rights Amendment at 34 CFR Part 90
(“PPRA”), the Children’s Internet Protection Act at 20 U.S.C. § 9132 and 254 (“CIPA”")
and any applicable federal and state laws governing the protection of Personally
Identifiable Information.

e “De-identified Data” means data and information where all Personally Identifiable
Information has been removed or obscured such that the remaining data and
information does not reasonably identify a specific individual, including but not
limited to, any information that, alone or in combination is linkable to a specific
individual. Provided, however, data sets with less than twenty (20) individuals are
not considered “de-identified”.
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“Disclosure” means to permit access to or the release, transfer or other
communication of Personally Identifiable Information or Education Record by any
means, including oral, written, or electronic means, to any unauthorized third-party.

“Educational Records” means records, files, documents, and other materials
directly related to a student including Student Generated Content and created or
maintained by the Institution, or by a person acting on behalf of the Institution.

“FERPA” means the Family Educational Rights and Privacy Act at 20 U.S.C. § 1232g
and regulations at 34 CFR Part 99.

“Personally Identifiable Information” or “PII” means any information relating to
an identified or reasonably identifiable individual. This includes indirect information
or identifiers; or other information that, alone or in combination, is linked or
linkable to a specific person that would allow a reasonable person, who does not
have personal knowledge of the relevant circumstances, to identify an individual
with reasonable certainty.

“Processing” means any operation or set of operations which is performed upon
Personally Identifiable Information whether or not by automatic means, such as
collection, recording, organization, storage, adaptation or alteration, retrieval,
consultation, use, Disclosure by transmission, dissemination or otherwise making
available, alignment or combination, blocking, erasure, or destruction (“Process”,
“Processes” and “Processed” shall have the same meaning).

“School Official” means is an entity that, (a) performs an institutional service or
function for which the Institution would otherwise use employees; (b) is under the
direct control of the Institution with respect to the use and maintenance of Student
Data including Education Records; and (c) Is subject to 34 CFR § 99.33(a) governing
the use and re-Disclosure of Personally Identifiable

Information from Education Records.

“Service Agreement” means the current contract for Services between the
Institution and Supplier.

“Services” means the software, services, goods, or other materials described in the
Service Agreement and includes the underlying infrastructure, hosting, and
networks.

“Student Generated-Content” means any content created by a student through
their use of the Services, including, but not limited to, essays, research papers,
portfolios, creative writing, music or other audio files, or photographs, except
"student-generated content” does not include student responses to a standardized
assessment, or responses to other assessments.
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e “Subprocessor(s)” means any third-party engaged by the Supplier that Processes
Personally Identifiable Information or Education Records on behalf of the Supplier.

2. Term; Termination
2.1 Term. This DPSP shall commence on the Effective Data and shall continue unless
updated in accordance with this DPSP.

2.2 Termination.

(a) During the term of the Service Agreement, this DPSP may be terminated by the
Institution with thirty (30) days prior written notice to the Supplier. In the event of such
termination, Supplier shall stop Processing Institution Data and dispose of Institution Data
as described in Section 4.9.

(b) In the event of an incurable breach of this DPSP by the Supplier, Institution may
terminate this DPSP immediately. In the event of such termination, Supplier shall stop
Processing Institution Data and dispose of Institution Data as described in Section 4.9. (c)
This DPSP shall automatically terminate upon the same date as the Service Agreement
unless otherwise agreed to by the Parties. In the event of such termination, Supplier shall
stop Processing Institution Data and dispose of Institution Data as described in Section 4.9.

3. Data Use, Ownership, and Obligations.

3.1 Data Ownership. As between Institution and Supplier, Institution owns and controls all
Institution Data provided to, or generated by Supplier under this DPSP and the Service
Agreement. All rights and intellectual property in and to Institution Data shall remain the
exclusive property of the Institution. Any modifications, copies, additions to or any portion
of the Institution Data are subject to the provisions of this DPSP.

3.2 Data Location. Supplier will store or host all Educational Records and Personally
Identifiable Information in the continental USA.

3.3 FERPA. To the extent that the Institution is subject to FERPA, the Parties agree that
Supplier operates as a School Official under FERPA and has a legitimate educational interest
in Personally Identifiable Information from Education Records received from the Institution
pursuant to this DPSP. For purposes of the Agreement and this DPA, Supplier: (a) provides a
service or function for which the Institution would otherwise use its’ employees; (b) is
under the direct control of the Institution with respect to the use and maintenance of
Education Records; and (c) is subject to the requirements of FERPA governing the use and
re-Disclosure of Personally Identifiable Information from the Education Records received
from Institution.

3.4 Separate Account. As required and defined by applicable Data Protection Laws, if
Student Generated Content is created, stored, or maintained by Supplier or the Services,
Supplier shall, at the request of the Institution, transfer or provide a mechanism for the
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Institution to transfer such Student Generated Content to a separate account created by the
student or parent.

3.5 De-Identified Data. De-Identified data may be used by Supplier for those purposes
permitted under FERPA and the following purposes: (a) assisting the Institution or other
governmental agencies in conducting research and other studies; research and development
of the Supplier’s educational sites, services, or applications, and (b) to demonstrate the
effectiveness of the Services; and for adaptive learning purpose and for customized student
learning. Supplier’s use of De-Identified Data shall survive termination of this DPA or any
request by Institution to return or destroy Student Data. Supplier agrees not to attempt to
re-identify De-Identified Data, and not to transfer De-Identified Student Data to any third
party unless that third party agrees in writing not to attempt re-identification. Supplier does
not use Student Data, including Student Generated Content, to train artificial intelligence or
machine learning models, except where explicitly authorized in writing by the Institution.

3.6 Data Schedule. The Supplier shall complete Exhibit A to describe the Institution Data
elements Processed by the Services. The Supplier agrees to update Exhibit A as necessary
when Institution Data elements are added or removed.

4. Supplier Obligations.

4.1 Authorized Use. Supplier shall only use Institution Data as provided in this DPSP and
the Service Agreement to provide the Services. Except as expressly permitted herein,
Supplier shall not disclose Institution Data to any third party without the prior written
consent of Institution. Supplier may only share Institution Data with its Affiliates to provide
the Services under the Agreement and any such access shall be on a need-to-know basis.

4.2 Compliance with Data Protection Laws. In its provision of the Services, Supplier
agrees to comply with all Data Protection Laws applicable to its Processing of Institution
Data.

4.3 Advertising. Supplier shall not sell, transfer, share, or otherwise disclose Personally
Identifiable Information, Education Records, unique identifiers, or any Institution Data to
targeted advertising providers or develop a profile of a student or parent or guardian for the
purpose of advertising. Supplier will not use Institution Data for its own advertising or for
third-party advertising. This does not prohibit Supplier from using Institution Data to
provide adaptive learning services, customized student learning services, making product
recommendations to Institution employees, and notify account holders of updates about the
Services or new features of the Services. Such notifications are only for the purposes of
product improvement within the Institution’s closed technology ecosystem.

4.4 Supplier Personnel. Supplier shall ensure that its employees, Subprocessorss,
subcontractors, and agents (collectively “Personnel”) involved in the Processing of
Personally Identifiable Information or Education Records are subject to either contractual
or statutory obligations of confidentiality, and that access is strictly limited to those
Personnel who require access to perform the Services. Supplier shall ensure that its
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Personnel are informed of the confidential nature of the Institution Data and have received
appropriate training on their responsibilities and applicable Data Protection Laws. As
required by Data Protection Laws or Institution policy, Supplier shall ensure that its
Personnel have gone through appropriate background checks prior to accessing Personally
Identifiable Information or Education Records.

4.5 Security and Privacy.

(a) Security and Privacy Program. Supplier shall implement and maintain a security and
privacy program that includes appropriate physical, administrative, technical, and
operational controls to protect the confidentiality, integrity, privacy, and availability of
Institution Data Processed by Supplier aligned with an industry standard framework, for
example such as the NIST Cybersecurity Framework, AICPA SOC 2 Type 2, ISO/IEC 27001, or
other recognized industry standards. Supplier shall describe its security standards in
Exhibit A. These measures shall include protection against unauthorized or unlawful access,
processing, loss, alteration, damage of Institution’s Personally Identifiable Information.
Supplier shall regularly monitor its compliance with its program and not materially
decrease its privacy and security controls during the term of this DPSP.

(b) Incident Response Plan. Supplier shall implement, maintain, and regularly test an
incident response plan consistent with industry standard practices and Data Protection
Laws. This incident response plan shall include processes for responding to a Data Breach,
breach of the security, privacy, or unauthorized acquisition or use of Institution Data or any
portion thereof, including PII and agrees to provide Institution with a summary of said
written incident response plan so long as a valid non-disclosure agreement in place between
the parties.

4.6 Data Breach. In the event of a Data Breach, Supplier shall promptly, but in no more than
seventy-two (72) hours, notify Institution of any such Data Breach unless prohibited by an
applicable law enforcement authority. Supplier shall provide such notification to
Institution’s Security Contact as described in Section 7.5 or other contact as provided by
Institution. In such notification Supplier shall provide the following information, to the
extent such information becomes available to Supplier; (a) a general description of the Data
Breach; (b) the categories and approximate number of records or individuals affected by the
Data Breach; (c) actions taken by Supplier to remediate the Data Breach; and (d) Supplier
shall (i) take reasonable steps to mitigate the effects and minimize any damage resulting
from the Data Breach; (ii) cooperate with Institution’s reasonable requests for assistance in
remediating a Data Breach; and (iii) maintain records of information related to the Data
Breach. If such information is not available within the timeframe specified, the Supplier shall
include an estimated timeline to provide a complete detail of the above aspects.

4.7 Audits. No more than once every twelve (12) months Institution may audit Supplier’s
compliance with this DPSP and applicable Data Protection Laws for the purpose of meeting
its obligations under Data Protection Laws or Institution’s policies. Institution shall provide
at least thirty (30) days written notice to the Supplier of such an audit.
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(a) In lieu of an Institution audit, Supplier agrees to conduct an annual security and privacy
audit of its Services and program. Upon receipt of a written request and execution of an
appropriate confidentiality agreement, Supplier will provide copies of its most recent audit
summary or bridge letter to Institution. Supplier agrees to have a third-party conducted
penetration test, dated within the last twelve (12) months, with all high and above findings
remediated.

(b) In the event of a Data Breach, or inquiry by any governmental agency, Institution (or the
applicable governmental agency) may perform an audit of Supplier upon written notice to
Supplier. Institution shall send any such audit request to the Security Contact identified in
Section 7.5 (Notice). In the event that Institution engages a third party to perform the audit,
such third party shall execute a non-disclosure agreement with Supplier. Institution agrees
to promptly notify the Supplier of any non-compliance discovered during such an audit.

(c) The Supplier agrees in good faith to remediate any critical or high security findings, or
known exploitable findings identified by the Institution.

4.8 Subprocessors. Institution agrees that Supplier may use Subprocessors in connection
with the provision of the Services and permit Subprocessors to Process Institution Data,
provided that:

(a) Supplier shall ensure that obligations not materially less protective than those set out in
this DPSP, and applicable Data Protection Laws are imposed on its Subprocessors;

(b) Supplier shall be responsible for the acts and omissions of its Subprocessors if and to the
same extent Supplier would be liable if performing the services of each Subprocessor
directly;

(c) Supplier shall provide Institution of a list of its current Subprocessors in Exhibit B or by
providing a link to a website where information about its list of Subprocessors are kept up
to date; and

(d) Supplier shall inform the Institution of any changes or additions to its Subprocessors at
least thirty (30) days prior to such addition or change.

4.9 Deletion and Return of Institution Data.

(a) Supplier shall (and procure that its Subprocessors shall) securely delete Institution Data
stored in the Services (i) within ninety (90) days after termination of this DSPA; or (ii)
within thirty (30) days upon written request from Institution. Upon written request from
Institution, Supplier shall provide written certification of such deletion. Until such deletion
occurs, the Supplier will ensure compliance with this DPSP.

(b) Supplier shall provide functionality for Institution to download Institution Data from the
Services, to the extent possible provided by the Services. If the Services do not provide a
download functionality, the Supplier shall return to Institution all Institution Data in the
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Services in an industry standard format within ninety (90) days after termination of this
DPSP.

(c) If Supplier believes that it cannot comply with the foregoing deletion requirement
because applicable law requires the retention of such data then Supplier shall provide
written notice to Institution within thirty (30) days of termination of this DPSP informing of
such requirement and protect such data in accordance with this DPSP.

4.10 Law Enforcement Requests. If the Supplier receives a request for access to Institution
Data from a legally authorized entity, the Supplier shall promptly notify Institution of such
request unless prohibited from such notification by applicable law.

5. Institution Obligations.

5.1 Institution shall, in its use or receipt of the Services Process Institution Data in
accordance with the Data Protection Laws. Institution will ensure that its instructions for
the Processing comply with applicable Data Protection Laws. Institution shall have sole
responsibility for the accuracy, quality, and legality of Institution Data, the means by which
Institution obtained the Institution Data, and for fulfilling all requirements under Data
Protection Laws necessary to make the Institution Data available to Supplier. Institution
shall promptly notify Supplier of any known unauthorized access to the Services. Institution
will assist Supplier in any efforts by Supplier to investigate and respond to any unauthorized
access to the Services. Supplier agrees to comply with the Student Data Privacy Consortium
National Data Privacy Agreement (NDPA) core principles.

5.2 COPPA Obligations. Children under 13 may only use the Services with prior consent of
a parent or an educational institution acting on behalf of the child’s parent. Institutions
must obtain such consent prior to permitting any child under 13 from accessing or using the
Services.

6. Insurance.
In addition to any insurance requirements under the Service Agreement, Supplier shall

secure and maintain at Supplier’s sole expense the insurance coverages described in Exhibit
C.

7. Miscellaneous

7.1 Severance. Should any provision of this DPSP be invalid or unenforceable, then the
remainder of this DPSP shall remain valid and in force. The invalid or unenforceable
provision shall be either amended as necessary to ensure its validity and enforceability,
while preserving the Parties’ intentions as closely as possible or, if this is not possible,
construed in a manner as if the invalid or unenforceable part had never been contained
therein.

7.2 Entire Agreement. This DPSP and the Service Agreement constitutes the entirety of
agreement of the Parties with respect the subject matter hereof and supersedes any prior or
contemporaneous representations, understandings, writings, or agreements by the Parties.
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7.3 Governing Law; Jurisdiction. This DPSP shall be governed by and construed in
accordance with the laws of the state of Institution without regard to conflicts of laws
principles.

7.4 Assignment. Supplier may not assign its rights and obligations under this DPSP without
the consent of the Institution which shall not be unreasonably withheld. Any such
assignment without consent shall be considered null and void. Notwithstanding the
foregoing, Supplier may assign its rights and obligations under this DPSP, in whole or part,
in connection with the transfer or sale of all or substantially all of the assets or business of
Supplier. This DPSP will be binding upon, incur to the benefit of, and be enforceable by the
Parties and respective successors and permitted assigns.

7.5 Notices. Any notice required or permitted to be given under this DPSP shall be in
writing. Notices shall be deemed to have been given for all purposes (a) when delivered if
sent by a reputable courier service, or (b) five (5) days after mailing, or (c) upon receipt
when delivered by email provided that the recipient acknowledges such delivery.

Supplier Security Representative:
Name: John Tolly

Title: CTO
Address: 2495 Main St, STE 422, Buffalo, NY 14214 USA
Phone: +1.202.656.8533

Email: DPS@zealotinteractive.com
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Exhibit A - Schedule of Institution Data

Services Name: Build-A-Band Creative Music Production

Data Elements | Required Optional Purpose for Use

Parent/Guardian N/A

Application ID

number

Parent/Guardian N/A

Email address

Parent/Guardian N/A

Name (first and/or

last)

Parent/Guardian N/A

Phone Number

Services N/A

Communications

(e.g., conversations

comments,

messaging)

Services Technology N/A

Metadata

Data Elements | Required Optional Purpose for Use

Educator Name 4 Product

(First and /or Last) customization

Educator Video or N/A

Voice Recording

Educator/Staff v Product

Email address customization
Optional email
reports

Educator/Staff ID N/A

Number

Educator/Staff 4 Training and

Phone Number support

Parent/Guardian N/A

Address
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Data Elements | Required Optional Purpose for Use
Services Usage N/A

Statistics

Student N/A

Assessments and

Results

Student Assigned N/A

Courses

Student Attendance, N/A

School, or Course

Student Bus N/A

Assignment

Student Bus Card ID N/A

Number

Data Elements | Required Optional Purpose for Use

Student Conduct
Data

N/A

Student Course
Grades

N/A

Student Disability
Identifier and/or
Status

N/A

Student Disability
Information

N/A

Student District
Identifier

N/A

Student
Economically
Disadvantaged
Status

N/A
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Data Elements | Required Optional Purpose for Use
Student Email v Account creation
Address

Student English N/A

Language Learner

Identifier

Student Ethnicity N/A

and/or Race

Student Foster Care N/A

Status

Student Free or N/A

Reduced Lunch

Eligibility Identifier

Data Elements | Required Optional Purpose for Use
Student Generated v Any files uploaded
Content or web tools used
Student Gifted N/A

Program Status

Student Grade Level N/A

Student Graduation N/A

Year

Student Guidance N/A

Counselor

Student Health Data N/A

Data Elements | Required Optional Purpose for Use
Student Homeroom N/A

Student Houseless N/A

Status

Student Incident N/A

Status

Student SIS N/A

Identifier

Student Language N/A

Information

Student Low Income N/A

Status
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Data Elements | Required Optional Purpose for Use

Student Mailing N/A

Address

Student Military N/A

Child Status

Student Name (first v Product

and/or last) customization

Student Phone N/A

Number

Student Pick Up N/A

and/or Drop-off

Location

Student Place of N/A

Birth

Data Elements | Required Optional Purpose for Use

Student Program N/A

Membership

Student Refugee N/A

Status

Student Scheduled N/A

Courses

Student School N/A

District ID number

Student School N/A

Enrollment

Student Specialized N/A

Education Services

Data Elements | Required Optional Purpose for Use

Student Specific N/A

Curriculum

Programs

Student State ID N/A

number

Student Survey N/A

Responses

Student Username & | v/ Required to log into

Password web app and access
educational content
Used to track
progress and
personalize
experience
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Student Video or v Optional feature for

Voice Recording using music
composition tools
Not required for
general platform use

Student Youth in N/A

Care (Custody)

Data Elements | Required Optional Purpose for Use

User Badge or N/A

Microcredential

Assertion Data

User Biographical N/A

Information

User Gender or N/A

Pronouns

User IP Address N/A

User Mobile Device N/A

Identifier

User Mobile Device N/A

MAC Address

Data Elements | Required Optional Purpose for Use

User Mobile Device N/A

Serial Number

User Payment Card N/A

Data

User Profile Avatar N/A

or Pictures

User Single Sign-On v Replaces username

Credentials and password when
deployed
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Supplier Security Standards:

1. Data Minimization and Collection Controls
e Supplier does not collect student data except where explicitly required to deliver
core functionality.
No Personally Identifiable Information (PII) is collected by default.
Optional features (e.g., music composition tools) may require user authentication
but these features are not required for use of the core curriculum.
e Data from school systems can be anonymized or pseudonymized before integration.

2. Storage and Encryption Practices

e All data is transmitted over TLS 1.1 - 1.3-encrypted connections (dependent on
Institution capabilities).

e All stored data is AES-256 encrypted at rest using industry-standard encryption
practices.

e User credentials are hashed and salted; plain text passwords are never stored or
retrievable.
Supplier uses MongoDB Atlas as its managed database provider.
Access to data is role-restricted, logged, follows a least privilege model, and
regularly reviewed.

3. Data Retention and Deletion
e Supplier retains data only for as long as necessary or for the duration of the contract,
whichever is shorter, to provide the requested services or to meet legal obligations.
Schools or districts may request deletion of user data at any time.
Usage and performance data may be retained in aggregate, de-identified form for
service improvements.

4. Third-Party Access and Subprocessors
e Supplier does not sell or share any PII with advertisers or unauthorized third
parties.
e Supplier only engages with third party infrastructure for authentication providers
(e.g., AWS, OAuth providers).
e A complete list of authorized sub-processors is provided below.

5. Student Data Protection
e Supplier complies with FERPA and COPPA.
e Supplier does not create student profiles for personalization or marketing.
e All accounts are created and provisioned through school or district administrators
only. No independent student registration is permitted.

6. Security, Monitoring, and Incident Response
e Supplier maintains continuous system monitoring and logs all privileged access and
support-related data activity.
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e Supplier performs annual security audits and vulnerability assessments to ensure

ongoing protection.
e A documented incident response plan is in place, and institutions will be notified
within 72 hours of any data breach.

Exhibit B - Subprocessor List

Supplier’s currently approved sub-processors are listed below.

Subprocessor Subprocessor Processing Institution Data | Processing
Name Address Activities Processed and/or Hosting
Location

MongoDB Atlas Managed cloud US-East-1

database

storage
Amazon Web Infrastructure US-East-1
Services (AWS) hosting (e.g.,

media assets,

servers,

backups)
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Exhibit C - Insurance Coverages

Insurance coverages shall be with an admitted carrier having at least an “A” BEST rating. The
Supplier shall include the Institution as an additional insured and provide evidence of such
coverages upon request by Institution. Cyber liability coverage providing protection against
(i) privacy breaches (liability arising from the loss or Disclosure of Institution Data); (ii)
system breach; (iii) denial or loss of service; (iv) introduction, implantation, or spread of
malicious software code; and (v) unauthorized access or use of computer systems with a
limit of at least $1,000,000 per occurrence.

Commercial general liability insurance covering bodily injury and property damage to third
parties and including Products/Completed Operations and Blanket Contractual Liability,
covering Supplier and its employees, at the following limits: $1,000,000 per occurrence;
$2,000,000 general aggregate.
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